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PRIVACY NOTICE ON THE PROTECTION OF PERSONAL DATA FOR THE ETHICS AREA 

 
1. Groups of data subjects 
 
OTP Bank Romania S.A., as data controller (hereinafter: “Bank”) process, in line with the provisions of 
Internal norm for reporting unethical conduct, Regulation (EU) 2016/679 of the European Parliament 
and the Council on the protection of natural persons with regard to the processing of personal data and 
on the free movement of such data, and repealing Directive 95/46/EC (hereinafter: “General Data 
Protection Regulation"), and Compliance policy of protection of personal data in OTP Bank Romania 
S.A. (hereinafter: ”Data Privacy Policy”) and other legislation provisions: 
 

a) the personal data of private individuals filing whistleblowing reports; and 
b) of private individuals affected by whistleblowing reports (hereinafter together: “Data 

Subject”). 
 
2. Groups of data processed 
 
2.1. The Bank processes the following main groups of the Data Subject’s personal data: 

a) data provided by the notifier in the report, in particular the following: 
 any data necessary for personal identification, 
 any data necessary for communication, 
 any other fact or circumstance specified in the report that is relevant to the notifier or 

the person affected by the report, that is relevant for the purpose of investigating the 
whistleblowing report; 

b) photo or recorded image.  
 
2.2. The Bank may also collect the Data Subject’s personal data – in addition to the information 

provided by the Data Subject and, in particular, by the notifier – from the following sources: 
a) from registration systems containing data relevant to the Data Subject that are either public 

and/or accessible to anyone, subject to demonstration of their right or legitimate interest of 
the Bank; 

b) from the registration system available to the Bank, containing the information required to 
investigate the relevant report. 

 
2.3. No sensitive data are1 processed in the ethics whistleblowing system. 
 
3. Purposes of data processing 
 
The Bank processes the Data Subject’s personal data for the purpose of operating the employer’s 
abuse system, including the reception and investigation of actual or suspected ethical misconduct or 
infringement and taking the necessary measures. 
 
4. Legal bases of processing 

 
In the context of the data processing purpose described in section 3, the Bank processes, on the legal 
basis of compliance with legal obligations, the Data Subject’s personal data that are necessary for 
operating the employer’s abuse system, including the reception and investigation of actual or suspected 
ethical misconduct or infringement, and taking the necessary measures. In this case, the legal bases of 
data processing is NBR Regulation No. 5/2013 on prudential requirements for credit institutions with the 
subsequent amendments and changes. 

 
5. Period of data retention 
 

                                           
1 Personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union 
membership, and the processing of genetic data, biometric data suitable for the unique identification of a natural 
person, health data or data concerning a natural person's sex life or sexual orientation. 
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The personal data of the data subjects are stored by the Bank for 2 years from the conclusion of the 
investigation or until the pronouncement of a final decision by the competent court (in case of legal 
actions). 
 

6. Data transfer 
 
6.1. The Bank shall transfer the personal data of the notifier as Data Subject in cases where it 

becomes clear that the notifier has disclosed false information of material importance in bad 
faith, and 
a) it gives rise to an indication that a crime or an offence has been committed, to the body or 

person entitled to conduct proceedings; 
b) there is reasonable suspicion that the notifier caused unlawful damage or other 

infringement to the rights of others, to the body or person entitled to initiate or conduct 
proceedings. 

 
6.2. Any report concerning chief executives and Deputy Chief Executive, senior executives and 

executive officers of an OTP Group entity established in Romania, as well as any personal data 
related to the Data Subject provided in the report shall be transferred by the Bank, for the 
purposes of investigating the report, to the relevant OTP Group romanian entity.  The legal basis 
for the above data transfer is the legitimate interest of the Bank or of the relevant OTP Group 
entity regarding ethical business operation and the protection of ethical values. A list of the 
above romanian OTP Group entities is available here: https://www.otpbank.ro/despre-
otp/despre-noi/otp-group. 

 
7. The Data Subject’s rights 
 
7.1. The Data Subject’s rights related to data processing — including legal remedies — shall be 

governed by the provisions of the General Data Protection Regulation and the Law on measures 
to implement the GDPR. 

 
7.2. The Data Subject may request the Bank: 

a) to provide information on the processing of his personal data, including the requesting of a 
copy of their registered data (right of access); 

b) to rectify any inaccurate personal data, and the Data Subject may contest the accuracy of 
any personal data registered (right to rectification); 

c) to erase his registered personal data (right to erasure); 
d) to restrict the processing of his personal data (right to restriction of processing); 
e) to receive his personal data he has provided to the Bank and are processed in an electronic 

database, in a structured, commonly used and machine-readable format (right to data 
portability); 

f) Data Subjects may object to the processing of their personal data, for reasons related to 
the particular situation in which they are, if the purpose of data processing is a legitimate 
interest of the controller or of a third party, or the performance of a task in the public interest 
or the fulfilment of a public function, in both cases including profiling (exercising the right to 
object); 

g) if automated decision-making is applied, Data Subjects may request human intervention 
from the data controller and communicate their position; 

h) Data Subjects may submit an objection against any decision made applying automated 
decision-making; 

i) Data Subjects may lodge a complaint regarding the processing of personal data and the 
exercise of their rights under the General Data Protection Regulation. 

 
7.3. Before the Data Subject’s request is granted, the Bank may request that the Data Subject 

specify the information or processing activities to which the request relates. 
 
7.4. The Bank shall inform the Data Subject of the measures taken on the request or objection as 

soon as possible, but no later than one month following the submission of the request 
(objection). If necessary, the above deadline may be extended by two further months, taking 
into account the complexity and number of requests. 
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7.5. In the event of the Bank’s reasonable doubt concerning the identity of the party filing a request 
under this section, the Bank may request to be provided with additional information in order to 
confirm the Data Subject’s identity. 

 
7.6. Where the Bank is proved unable to identify the Data Subject, the Bank may decline the Data 

Subject’s request. 
 
7.7. The Bank may charge a fee where the Data Subject’s request is manifestly unfounded or 

excessive under the General Data Protection Regulation. 
 
8. Right of access 
 
8.1. Unless otherwise provided by the law or a mandatory legal act of the European Union, the Data 

Subject is entitled to become aware of all personal data that the Bank processes in relation to 
their person. 

 
8.2. At the Data Subject’s request, the Bank will confirm whether or not it processes its personal data 

and, if so, it shall provide the Data Subject with a copy of the personal data processed, and the 
following information: 
a) the purposes of data processing; 
b) the categories of the personal data processed; 
c) the recipients or categories of recipients to whom the Bank has disclosed or will disclose 

the Data Subject’s personal data; 
d) where possible, the envisaged storage period of personal data, or, if the provision of this 

information is not possible, the criteria used to determine that period; 
e) information on the right to request from the Bank rectification or erasure of personal data 

or restriction of processing of personal data concerning the data subject or to object to such 
processing; 

f) the right to file a complaint to the National Supervisory Authority for Personal Data 
Processing; 

g) in respect of personal data that has not been provided by the Data Subject, information 
about the source from which the personal data originate; 

h) if the Bank will also process the Data Subject’s personal data for the purpose of automated 
decision-making, the logic applied by the Bank, as well as information about the 
significance and the envisaged consequences of such processing for the Data Subject; 

i) information on any guarantees provided to ensure appropriate protection of the Data 
Subject’s personal data in the event of transfer to a third country or to an international 
organization. 

 
8.3. The Bank provides upon request a copy of the personal data that are subject to processing. 

Where the Data Subject requests multiple copies of the above information, the Bank may charge 
a reasonable fee for the additional copies in proportion with the administrative costs involved. 

 
8.4. Where the Data Subject’s right to obtain information (right of access) under this section would 

adversely affect the rights and freedoms of others, in particular trade secrets or intellectual 
property, the Bank may refuse to fulfil the Data Subject’s request. 

 
9. Right to rectification 
 
At the Data Subject’s request, the Bank shall rectify or complete any inaccurate or incomplete personal 
data concerning the Data Subject. After granting the Data Subject’s request for the enforcement of his 
right to rectification, the Bank shall immediately inform the persons to whom the Data Subject’s personal 
data have been disclosed, unless this proves impossible or involves disproportionate effort for the Bank. 
 
10. Right to erasure 
 
10.1. The Data Subject shall be entitled to initiate the erasure of personal data concerning him in the 

following cases: 
a) the personal data are no longer necessary for the purposes they were collected or 

otherwise processed by the Bank; 
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b) the Data Subject withdraws the consent granted, and no other legal basis exists for 
processing by the Bank; 

c) the Data Subject exercises at any time the right to objects to the processing, for reasons 
related to the particular situation in which he finds himself, to the processing based on the 
legitimate interest of the Bank and there are no overriding legitimate reasons for the 
processing; 

d) the Bank has processed the Data Subject’s personal data unlawfully; 
e) the Bank is required to erase the personal data in order to comply with an obligation 

imposed on the Bank by the law or a mandatory legal act of the European Union; or 
f) the personal data were collected in relation with the services provided to children in 

connection with the provision of information society services. 
 
10.2. Where the Bank has previously disclosed the personal data of the Data Subject and has an 

obligation to erase it, the Bank shall take all reasonable steps – including the implementation of 
technical measures – that are necessary in order to ensure that those data controllers that 
obtained the Data Subject’s personal data as a result of their public disclosure are also notified 
of the mandatory erasure of the personal data. In its notice, the Bank is obliged to notify all other 
data controllers that the Data Subject has requested that all the links to the Data Subject’s 
personal data or the copies and duplicates of such personal data be erased. 

 
10.3. After granting the Data Subject’s request for the enforcement of his right to erasure, the Bank 

shall immediately inform the persons to whom the Data Subject’s personal data have been 
disclosed, unless this proves impossible or involves disproportionate effort for the Bank. 

 
10.4. The Bank shall be under no obligation to erase personal data where processing is required: 

a) in order to comply with a personal data processing obligation imposed on the Bank by the 
law or a mandatory legal act of the European Union; 

b) for the performance of a task carried out in the public interest; 
c) for the purpose of archiving documents of enduring value, scientific or historical research 

purposes or statistical purposes in so far as the exercise of the Data Subject’s right to be 
forgotten is likely to render impossible or seriously compromise that processing; 

d) for the submission, enforcement or defense of right in court or of a legitimate interest which, 
following the analusis of the operator, results that it prevails over the ihe interests or the 
rights and freedoms of the date subject. 

 
11. Right to restriction of processing 
 
11.1. The Data Subject shall be entitled to obtain from the Bank a restriction of processing where any 

of the following applies: 
a) the accuracy of the personal data is contested by the Data Subject, for a period enabling 

the Bank to verify the accuracy of the personal data; 
b) the processing is unlawful and the Data Subject opposes the erasure of the personal data 

and requests the restriction of their use instead; 
c) the Bank no longer needs the personal data for the purposes of the processing, but they 

are required by the Data Subject for the submission, enforcement or defence of legal 
claims; 

d) the Data Subject has objected to processing, pending verification whether the legitimate 
grounds of the Bank override those of the Data Subject. 

 
11.2. If processing has been restricted under the foregoing, such personal data shall, with the 

exception of storage, only be processed with the Data Subject’s consent or for the submission, 
enforcement or defence of legal claims or for the protection of the rights of another natural or 
legal person or for reasons of important public interest of the European Union or of a Member 
State. 

 
11.3. The Data Subject shall be informed by the Bank before the restriction of processing is lifted. 
 
11.4. After granting the Data Subject’s request for the enforcement of his right to the restriction of 

processing, the Bank shall immediately inform the persons to whom the Data Subject’s personal 
data have been disclosed, unless this proves impossible or involves disproportionate effort for 
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the Bank. 
 
12. Right to object 
 
If, according to the provisions of the Privacy Notice, processing is necessary for the purposes of the 
legitimate interests pursued by the Bank or by a third party, the Data Subject may object to their personal 
data being processed for those purposes. The Bank shall no longer process personal data for such 
purposes and shall erase the personal data unless it can demonstrate compelling legitimate grounds for 
the processing that override the interests, rights and freedoms of the Data Subject as referred to in the 
Data Subject’s objection mentioned above, or for the submission, enforcement or defence of legal 
claims. 
 
13. Right to data portability 
 
13.1. The Data Subject may request that their personal data provided to the Bank be made available 

to them by the Bank in a structured, commonly used and machine-readable format. The Data 
Subject may exercise their right to data portability in relation to those data items, 
a) that are processed by the Bank with the Data Subject’s consent, or 
b) the processing of which is necessary for the performance of a contract concluded between 

the Data Subject and the Bank, to which the data subject is party, or in order to take steps 
at the request of the data subject prior to entering into a contract. 

 
13.2. Where otherwise technically feasible, at the Data Subject’s request the Bank shall transfer the 

above personal data directly to another controller as specified in the Data Subject’s request. 
The right to data portability under the above section shall not give rise to any obligation for the 
Bank and another controller to implement or maintain processing systems that are technically 
compatible with one another. Where the Data Subject’s right to data portability would adversely 
affect the rights and freedoms of others, in particular trade secrets or intellectual property, the 
Bank may refuse to fulfil the Data Subject’s request. 

 
14. Right to lodge a complaint  
 
14.1. The Data Subject may contact the Bank's Data Protection Officer (see point 15 of this notice) 

with questions, objections or complaints related to the data processing performed by the Bank. 
 
14.2. If the Data Subject considers that his rights under the personal date protection legislation 

applicable at that time have been violated, the Data Subject may lodge a complaint to the 
National Supervisory Authority for Personal Data Processing (NSAPDP). 

 
14.3. Contact details of the National Supervisory Authority for Personal Data Processing: 

Website: http://www.dataprotection.ro/; 
Address: 28-30 G-ral Gheorghe Magheru Bld., District 1, Bucharest, Romania; 
Postcode: 010336 
Telephone: +40.318.059.211; 
Fax: +40.318.059.602; 
E-mail: anspdcp@dataprotection.ro 

 
14.4. Also, the Data Subject may also bring legal proceedings. Actions brought against an operator 

or a person empowered by the controller are presented in front the courts of the Member State 
where the operator or person empowered by the controller has its headquarters. Alternatively, 
such action can be presented in front the courts of the Member State where the person 
concerned has his usual residence, unless the operator or person empowered by the operator 
is a public authority of a Member State acting in the exercise of its public powers. 

 
15. Tasks of the data controller and the data protection officer 
 
Identity and contact details of the data controller and of the data protection officer: 
 

Data controller’s name: OTP Bank Romania S.A. 
Registered office: Romania, Bucharest, District 1, 66-68 Buzesti Street 
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Email: office@otpbank.ro 
Phone number: 0800 88 22 88 / (+4) 021 308 57 10 
Website: www.otpbank.ro 
 
Details of the data controller’s data protection officer: 
Name: Loredana Mihaela Ganea 
Postal address: Romania, Bucharest, District 1, 66-68 Buzesti Street 
E-mail: dpo@otpbank.ro 

 

http://www.otpbank.hu/
mailto:dpo@otpbank.ro

